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8.2.2
MExE executable permissions for untrusted MExE executables 

When the Security Domains are not supported then all executables are untrusted and they execute in the untrusted area for which the executable permissions are defined as follow in Table 7 "Executable permissions for untrusted MExE executables".

In order to facilitate untrusted MExE executables having some limited access to MExE UE functionality beyond their very limited privileges, some of the access permissions in the previous Table 6 "Security domains and actions" are extended to untrusted MExE executables and described in Table 7 "Executable permissions for untrusted MExE executables" as well as in subclause 8.2.3 "Separation of I/O streams".

The untrusted MExE executables permitted to use these facilities shall be MExE executables the user has downloaded him or herself, and not be MExE executables that have been pushed to the user. MExE executables on the MExE UE due to the user having visited a particular Web site are considered to be MExE executables that the user had downloaded him or herself.

Untrusted MExE executables shall not be permitted access to any other functions.

Table 7: Executable permissions for untrusted MExE executables

	
	Classmark 1
	Classmark 2
	Classmark 3

	User Interface
	An untrusted, uninstalled MExE executable (e.g. an applet) can access the user interface output and input without user permission, but the sending of user data to a server to which the MExE executables has a session connection (e.g. as part of a browser session) requires user permission.

An installed untrusted MExE executable shall only be able to access the user interface output and input with user permission (clearly, for the usability of untrusted MExE executables such as games, blanket user permission should be sought and given, and this is permissible).
	Untrusted MExE executables can access the user interface output and input without the user permission.

	File, Persistent Data
	File access is not permitted for untrusted MExE executables.

	
	But, untrusted MExE executables can access files only in the MExE executable’s own directory.
	But, persistent data may be stored via the MIDP record management system (stores are shared between MIDlets in the same MIDlet Suite).

	
	


	Transmission  over the Access Network
	Untrusted MExE executables shall be able to exchange data, voice, HTTP requests, etc. over the Access Network under the following conditions:

The recipient of a transmission (e.g. a phone number, a URL, a server name, etc.) shall be presented to the user for permission by a provisioned functionality of the MExE device itself, even if this recipient was already presented by the executable (this facility would support, for example, "click to dial" buttons/links in untrusted MExE executables).

	Generate DTMF
	Untrusted MExE executables shall be able to generate DTMF tones under the following conditions:

An untrusted MExE executable is only permitted to send DTMF tones in a currently active call. The request to generate DTMF tones in the currently active call, shall result in the characters which the tones represent being presented to the user for permission by a provisioned functionality of the MExE MS.

	Add Phonebook Entry
	Untrusted MExE executables shall be able to add a phonebook entry (i.e. name and number only) under the following conditions:

The name and the number to be added shall be displayed to the user for permission by a provisioned functionality of the MExE MS and not by the MExE executable itself. The phonebook entry shall not be added without user permission.  The function shall not be able to modify or delete any phonebook entry.

	Executable Interaction
	Executable interaction is not permitted for untrusted MExE executables (except for MIDlets within the same MIDlet suite).


Note that the functionality of "Generate DTMF tones" and "Add Phonebook Entry" is not supported by the MIDP at the moment.
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